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Standardized evaluation procedure,

Large userbase,

== A collection of deprecated apps,

== Not executable,
== Manual evaluation,

== No reproducibility.

import android.widget.Button;

;**
* @testcase_name StartActivityForResultl
* @version 0.1
* @author Contributed by
* @author_mail (Maintainer)
*
* @description Reads the user's geographical location (via GPS) and leaks
* it to the file system, and passes it to another activity using
* startActivityForResult which writes it to a file.
* @dataflow getlLastKnownLocation -> startActivityForResult
* -> onActivityResult -> FileOutputStream
* @number_of_leak
* @challenges Inter-component communication using startActivityForResult
* must be handled correctly
*/
public class MainActivity extends Activity {
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<answer>
<flows>
: <flow>
LSZOEEBQL;;IdO <reference type="from">
(ref/%ctive call) <statement>... getDeviceld() ...</statement>
<method>... onCreate(...) ...</method>
' <classname>... MainActivity</classname>
cFuncSMS(s) <app>
(native cal) <file>.../Directleakl.apk</file>
- o @ Nat-”/e /Ibfalj/ - / <haSheS> . </haSheS>
i | </app~>
@ sendTextMessage(.., s, ..)g </reference>

<reference type="to">

Log.i(.., S) sendTextMessage(...)

</reference>

\;</answer> )
1. Refine: Colloquial ground-truth - Machine readable (semi-automatic)
2. Execute: Run arbitrary tools (automatic)
3. Collect & Evaluate: Precision, Recall, F-measure (automatic)
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MATCH [
Flows IN App( | ) ?,
CONNECT [
- Flows IN App( | ?,
< Config Flows IN App( | ) FEATURING ?
1,
IntentSources IN App( | ) ?,
IntentSinks IN App( | ) ?,
IntentSources IN App( | ) ?,
IntentSinks IN App( | ) ?
]
\ Y,
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invoke(...) 2
@ s = getDeviceld()
(reflective call)
e cFuncSMS(s)
(native call)

N —— & Native library ...,
@ sendTextMessage(.., s, )

Log.i(.., S)

1. Refine: Colloquial ground-truth - Machine readable

2. Execute: Run arbitrary tools

[de.foellix.agl.codidroid.codirunex.SMS] [de.foellix.agl.codidroid.codirunex.SMS]

getDeviceld()
getimei()

MainActivity
AppA_preprocessed-1.apk

android.content.Intent
onActivityResult(int,int,android.content.Intent)
MainActivity
AppA_preprocessed-1.apk

\

i(..)
onActivityResult(int,int,android.content.Intent)
MainActivity
AppA_preprocessed-1.apk

3. Collect & Evaluate: Precision, Recall, F-measure

[ [android.intent.category.DEFAULT]

startActivityForResult(..) getintent()
onCreate(android.os.Bundle) onCreate(android.os.Bundle)
MainActivity MainActivity
AppA_preprocessed-1.apk AppB_preprocessed-1.apk
/ J'
setResult(..) cFuncSMS(java.lang.String)

sink(java.lang.String)
MainActivity MainActivity
AppB_preprocessed-1.apk AppB_preprocessed-1.apk

onCreate(android.os.Bundle)

|
\

sendTextMessage(..)
sink(java.lang.String)
MainActivity
AppB.apk

(semi-automatic)
(automatic)

(automatic)
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AppA_preprocessed-1.apk
f ------------- &€ Native library sink(java.lang.String)

§ MainActivity
sendTextMessage(.., s, ..)i AppB_preprocessed-1.apk

Log. (- 5) \ sendTextMessage(..)

i(..) sink(java.lang.String)
onActivityResult(int,int,android.content.Intent) MainActivity
MainActivity AppB.apk
AppA_preprocessed-1.apk

1. Refine: Colloquial ground-truth - Machine readable (semi-automatic)
2. Execute: Run arbitrary tools (automatic)
3. Collect & Evaluate: Precision, Recall, F-measure (automatic)
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“a benchmark is the act of running
a program in order to assess the
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 Evaluate novel tools

Droid

C\ } : together sthong!
reproDroid

MATCH [
Flows IN App( | ) ?,
CONNECT [
Flows IN App( | ) ?,
Flows IN App( | ) FEATURING ?

I
IntentSources IN App( ) ?,
>

IntentSinks IN App( | ) ?,
IntentSources IN App( ) ?,
IntentSinks IN App( | ) ?




»> Android
Taint-Analysis
Benchmarks:

Benchmarks: Present ( 7roeezony  SFBOON

UNIVERSITY ON - THE - FLY COMPUTING

2 = = =3
: = 2 ZZ
S 9 e
& 3 4 £3 £38

) | Category < aa O Am A

1 | Aliasing

2 | AndroidSpecific

3 | ArraysAndLists

4 | Callbacks

5 | DynamicLoading

6 | EmulatorDetection

7 | FieldAndObjectSensitivity

8 | GeneralJava

9 | ImplicitFlows

10 | InterAppCommunication

11 | InterComponentCommunication

12 | Lifecycle

13 | Native

14 | Reflection

15 | Reflection ICC

16 | SeltModification

17 | Threading

18 | UnreachableCode

%
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) | Category < aa O Am A
1 | Aliasing 0.667
2 | AndroidSpecific 0.900
3 | ArraysAndLists 0.615
4 | Callbacks 0.897
5 | DynamicLoading 0.000
6 | EmulatorDetection 0.966
7 | FieldAndObjectSensitivity 1.000
8 | GeneralJava 0.810
9 | ImplicitFlows 0.000
10 | InterAppCommunication 0.000
11 | InterComponentCommunication | 0.348
12 | Lifecycle 0.769
13 | Native 0.000
14 | Reflection 0.095
15 | Reflection ICC 0.000
16 | SeltModification 0.000
17 | Threading 1.000
18 | UnreachableCode 1.000
% 0.504

ﬂ
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oz >

2 = = =3

: = 2 ZZ

S 9 8 S

& 3 4 £3 £38

) | Category < aa O Am A
1 | Aliasing 0.667 0.667
2 | AndroidSpecific 0.900 0.900
3 | ArraysAndLists 0.615 0.615
4 | Callbacks 0.897 0.897
5 | DynamicLoading 0.000 0.000
6 | EmulatorDetection 0.966 0.966
7 | FieldAndObjectSensitivity 1.000 1.000
8 | GeneralJava 0.810 0.810
9 | ImplicitFlows 0.000 0.000
10 | InterAppCommunication 0.000 0.625
11 | InterComponentCommunication | 0.348 0.690
12 | Lifecycle 0.769 0.769
13 | Native 0.000 0.889
14 | Reflection 0.095 0.800
15 | Reflection ICC 0.000 0.000
16 | SeltModification 0.000 0.000
17 | Threading 1.000 1.000
18 | UnreachableCode 1.000 1.000
% 0.504 0.646

#
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oz >

2 = = =3

: = 2 ZZ

S 9 8 S

e 3 & g3 £5

) | Category < aa O Am A
1 | Aliasing 0.667 0.667 0.000
2 | AndroidSpecific 0.900 0.900 0.000
3 | ArraysAndLists 0.615 0.615 0.000
4 | Callbacks 0.897 0.897 0.000
5 | DynamicLoading 0.000 0.000 0.000
6 | EmulatorDetection 0.966 0.966 0.000
7 | FieldAndObjectSensitivity 1.000 1.000 0.000
8 | GeneralJava 0.810 0.810 0.000
9 | ImplicitFlows 0.000 0.000 0.000
10 | InterAppCommunication 0.000 0.625 -0.625
11 | InterComponentCommunication | 0.348 0.690 -0.342
12 | Lifecycle 0.769 0.769 0.000
13 | Native 0.000 0.889 -0.889
14 | Reflection 0.095 0.800 -0.705
15 | Reflection ICC 0.000 0.000 0.000
16 | SeltModification 0.000 0.000 0.000
17 | Threading 1.000 1.000 0.000
18 | UnreachableCode 1.000 1.000 0.000
%) 0.504 0.646 -0.142

ﬂ
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oz >

2 = = s

: = 2 ZZ

S 9 8 S

& 3 4 £3 £38

) | Category < aa O Am A
1 | Aliasing 0.667 0.667 0.667 0.000  0.000
2 | AndroidSpecific 0.900 0.900 0.900 0.000  0.000
3 | ArraysAndLists 0.615 0.667 0.615 0.052  0.000
4 | Callbacks 0.897 0.897 0.897 0.000  0.000
5 | DynamicLoading 0.000 0.500 0.000 = 0.500 0.000
6 | EmulatorDetection 0.966 0.966 0.966 0.000 0.000
7 | FieldAndObjectSensitivity 1.000  1.000 1.000 0.000  0.000
8 | GeneralJava 0.810 0.810 0.810  0.000  0.000
9 | ImplicitFlows 0.000 0.000 0.000 0.000  0.000
10 | InterAppCommunication 0.000 0.625 0.625 0.000 & -0.625
11 | InterComponentCommunication | 0.348 0.750 0.690 0.060 -0.342
12 | Lifecycle 0.769 0.933 0.769 0.164  0.000
13 | Native 0.000 0.333 0.889 @ -0.556 -0.889
14 | Reflection 0.095 0.333 0.800 -0.467 -0.705
15 | Reflection ICC 0.000 0.000 0.000 0.000  0.000
16 | SeltModification 0.000 0.000 0.000 0.000 0.000
17 | Threading 1.000  1.000 1.000  0.000  0.000
18 | UnreachableCode 1.000 1.000 1.000 0.000  0.000
%) 0.504 0.632 0.646 -0.014 -0.142

ﬂ
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» Continuous Integration
o Requires: Benchmark optimization
o Approach: App merging

Input Apps
(.apk)
Merged App
(.apk)
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Android Merge Tool Report
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» Continuous Integration
o Requires: Benchmark optimization
o Approach: App merging

Input Apps
(.apk)
Merged App |
(.apk)
A\l
Android Merge Tool Report
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Taint-Analysis P past_

Benchmarks

App Merging for Benchmark Speed-Up and Analysis Lift-Up [???'19]

180 - one by one e merged

N S
N U
o o
| |

Execution time (s)
N O
o o

(08
o
I

o

Droidbench Category Size (#number of apps)

ﬂ
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»> Android
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» Continuous Integration
o Requires: Benchmark optimization
o Approach: App merging

Input Apps
(.apk)

Merged App
(.apk)

S (reproDroid

Android Benchmark Reproduction F

App: A

invoke(...) >
s = getDeviceld() getIntent()
(reflective call)

App: B

11O,
2
2| i . Report
5 @ startActivity(...) ;::nnlzsx /Z(S) .

0O

’ & e & Native library g
@ getStringExtra() @ sendTextMessage(.., s,.,)é = ot
7 |

onActivityResult(..)

6
Log.i(.., s) ; setResulf(...)
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Standardized evaluation procedure,
Large userbase,

== A collection of deprecated apps,
Executable,
Automatic evaluation,

Reproducible.
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Benchmarks:

Standardized evaluation procedure,

Large userbase, ISSTA 2019 Technical Papers

== A collection of deprecated apps,

About Program Call for Submissions Double-Blind Reviewing Submission Policies

Executable,

Accepted Papers

Automatic evaluation,
Reproducible. Accepted Papers

* Title

A Large-Scale Study of Application Incompatibilities in Android
Haipeng Cai, Ziyi Zhang, Li Li, Xiaoqin Fu

o

& Pre-print
Adlib: Analyzer for Mobile Ad Platform Libraries
Sungho Lee, Sukyoung Ryu

Assessing the State and Improving the Art of Parallel Testing for C
Oliver Schwahn, Nicolas Coppik, Stefan Winter, Neeraj Suri

©
& &

Automated API-Usage Update for Android Apps
Mattia Fazzini, Qi Xin, Alessandro Orso

Automatically Testing Self-Driving Cars with Search-based Procedural Content Generation
Alessio Gambi, Marc Mueller, Gordon Fraser

#
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Standardized evaluation procedure,

Large userbase, ISSTA 2019 Technical Papers
A collection of up-to-date apps,

Executable,

Automatic evaluation,

Reproducible. Accepted Papers

Automated API-Usage Update for Android Apps

Mattia Fazzini, Qi Xin, Alessandro Orso

ﬂ
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Termination Competition SL-COMP
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Termination Competition SL-COMP
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« Challenges

ID Category Author App (.apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool

« Committee
1. Review:
o Challenge submissions
o Tool submissions (+ associated tool-papers)

2. Run the competition

ﬂ
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ID Category Author App (.apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool

« Committee
1. Review:
o Challenge submissions
o Tool submissions (+ associated tool-papers)

2. Run the competition
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Ay /  Challenges
Competitions "
ID Category Author App (.apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool

« Committee
1. Review:
o Challenge submissions
o Tool submissions (+ associated tool-papers)

2. Run the competition
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v / « Challenges

REC
m Competitions
- ID Category Author App (-apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool

« Committee
1. Review:
o Challenge submissions

re rODﬁ)Id o Tool submissions (+ associated tool-papers)

ndroid Benchmark Reproduction Framework 2 . Ru N th e CO m p Etiti O N

ﬂ
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oy / » Challenges
m R ey ID Category Author App (.apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool
2. Configuration
3. Converter

« Committee
1. Review:
o Challenge submissions

re rODﬁ)Id o Tool submissions (+ associated tool-papers)

ndroid Benchmark Reproduction Framework 2 . Ru N th e CO m p Etiti O N

ﬂ
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Benchmarks:

« Challenges

ID Category Author App (.apk) Source code (.zip) True positives False positives

0 Native foellix.github.io SourcelnNative.apk SourcelnNative.zip 0_tp.xml 0_fp.xml

 Participants
1. Analysis tool
2. Configuration
3. Converter

e Committee

1. Review:
o Challenge submissions
re rODrOId o Tool submissions (+ associated tool-papers)
it 2. Run the competition

When do we start an Android Taint-Analysis Competition?

#
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Benchmarks:

ASAP, we are ready and it
boosts tool and
benchmark development!

Organization, Venue,
Prices, Proceedings

(Competition report),
. P

When do we start an Android Taint-Analysis Competition?

ﬂ
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Android Taint-Analysis Benchmarks: Got, Get and will get better!

Past “°
Eva. procedure,
Userbase,
== Up-to-date,
== Executability,
== Automation,
== Reproducibility.

) Github: https:/FoelliX.github.io
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Userbase,
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== Executability, Executability,
== Automation, Automation,
== Reproducibility. Reproducibility.

) Github: https:/FoelliX.github.io
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Android Taint-Analysis Benchmarks: Got, Get and will get better!

Past 99 Present (©° Future ©°
Eva. procedure,
Userbase,
== Up-to-date, Up-to-date,
== Executability, Executability,
== Automation, Automation,
== Reproducibility. Reproducibility.

| r—

) Github: https:/FoelliX.github.io
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Android Taint-Analysis Benchmarks: Got, Get and will get better!

Past 99 Present (©Y Future ©°
Eva. procedure,
Userbase,
== Up-to-date, Up-to-date,
== Executability, Executability,
== Automation, Automation, An drc:,i\(’joTr;(im?Aprialysis
== Reproducibility. Reproducibility. Competitions

) Github: https:/FoelliX.github.io
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Benchmarks:

J App: A App: B l

Invoke(...) 2
@ s = getDeviceld() getIntent()
(reflective call)
1 ., 3
( 2 .. cFuncSMS(s)
startActivity...) ‘native call
4 L
R — S Native library ....
= | ji ) getStringExtra() @ sendTextMessage(.., s, )
S| 7 6
=
<
o

Log.i(.., S) e setResult(...)

O
=
O
C
™D
Q)
—t

L4
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Taint-Analysis UNIVERSITY ! Grie-riv conpumng
Benchmarks:
App: A App: B
invoke(...) 2
— @ s = getDeviceld() —G;) getintent()
T (reflective call)
5 1 ) 3
5 @ startActivity(...) ;/f:t?;sglls)“) .
,__ ----------------------------- > 4 & Native library %
‘%:’ @ getStringExtra() @ sendTextMessage(.., s) =
% 7 6 e
l:f Log.i(.., S) setResult(...)
U - y
Flows FROM App( ) TO App( ) ? \
MATCH [
Flows IN App( | ) ?,
CONNECT [
Flows IN App( | ) ?,
Flows IN App( | ) FEATURING ?
1,
IntentSources IN App( | ) ?,
IntentSinks IN App( | ) ?,
IntentSources IN App( | ) ?,
IntentSinks IN App( | ) ?
]

#
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Benchmarks:

App: A App: B

invoke(...) >
@ s = getDeviceld() getintent()
(reflective call)

§ 1 2 3
-Answer S @ startActivity(...) ?;:t?lf:zlls)(s) °
A .................................................. 2 A & Native library %
‘%:’ @ getStringExtra() @ sendTextMessage(.., s) =
% v 6 | | T
E Log.i(.., S) ; setResult(...)
\__ | Y,
[de.foellix.aql.codidroid.codirunex.SMS] [de.foellix.aql.codidroid.codirunex.SMS]
(] [android.intent.category.DEFAULT]
getDeviceld() startActivityForResult(..) getintent()
getimei() onCreate(android.os.Bundle) onCreate(android.os.Bundle)
MainActivity ' MainActivity ' MainActivity
AppA _preprocessed-1.apk AppA_preprocessed-1.apk AppB_preprocessed-1.apk
android.content.Intent setResult(..) cFuncSMS(java.lang.String)
onActivityResult(int,int,android.content.Intent) onCreate(android.os.Bundle) sink(java.lang.String)
MainActivity ‘ MainActivity MainActivity
AppA_preprocessed-1.apk AppB_preprocessed-1.apk AppB_preprocessed-1.apk
\I
: sendTextMessage(..)
i(..) sink(java.lang.String)
onActivityResult(int,int,android.content.Intent) MainActivity
MainActivity AppB.apk

AppA_preprocessed-1.apk
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Benchmarks:

Benchmarks BREW AQL-System Tools
Query

(AQL-Query)

2.

mq— 3. 4—

Results Result

<< Config
(AQL-Answer)

Easy to add new/more tools:

1. Adjust config o
2. Add converter (if needed) cins

1. Refine: Colloquial ground-truth - Machine readable (semi-automatic)
2. Execute: Run arbitrary tools (automatic)

3. Collect & Evaluate: Precision, Recall, F-measure (automatic)
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Benchmarks:
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Backend
AQL-Webservice

. Droid — ¢ BB f
C } Cogethen strong!
<< Config
Frontend *
BREW, —®
a A S = a AQL-Online,
S ° g g S AQL-System
s a 2 2 8
2 o A < . o B Tools
2 2 S E 8 £ 3
ID | Category o e O Am A
1 | Aliasing 0.667 0.667 0.667 0.000  0.000 :
2 | AndroidSpecific 0.900 0.900 0.900 0.000  0.000 << COang
3 | ArraysAndLists 0.615 0.667 0.615 0.052 0.000
4 | Callbacks 0.897 0.897 0.897 0.000  0.000 F
5 | DynamicLoading 0.000 0.500 0.000 = 0.500  0.000 Backend
6 | EmulatorDetection 0.966 0966 0.966 0.000  0.000 AQL-Webservice
7 | FieldAndObjectSensitivity 1.000  1.000 1.000  0.000  0.000 )‘
8 | GeneralJava 0.810 0.810 0.810 0.000  0.000 B f
9 | ImplicitFlows 0.000 0.000 0.000 0.000  0.000
10 | InterAppCommunication 0.000 0.625 0.625 0.000 | -0.625 << Conflg
11 | InterComponentCommunication | 0.348 0.750 0.690 0.060 -0.342
12 | Lifecycle 0.769 0933 0.769 0.164 0.000
13 | Native 0.000 0.333 0.889 @ -0.556 -0.889 —? *
14 | Reflection 0.095 0.333 0.800 -0.467 -0.705
15 | Reflection_ICC 0.000 0.000 0.000 0.000 0.000
16 | SelfModification 0.000 0.000 0.000 0.000  0.000
17 | Threading 1.000  1.000 1.000  0.000  0.000
18 | UnreachableCode 1.000 1.000 1.000 0.000  0.000
%] 0.504 0.632 0.646 -0.014 -0.142
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Input Apps AMT

(.apk)
= '5) R Merged App
Parse Resolve (.apk)
Classes Conflicts
J
Merge
b Build dumm
Parse lifecycle ’
L J g 'eproDroid

Analyze Compare &
Apps Evaluate | _

ﬂ
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Benchmarks:

Flows IN App(’/path/to/DirectLeakl.apk’) ?

Flows FROM
Statement(’getDeviceld()’)
->Method(’onCreate(...)’)->Class(’MainActivity’)
->App(’/path/to/DirectLeakl.apk’)

TO
Statement(’sendTextMessage(...)’)
->Method(’onCreate(...)’)->Class(’MainActivity’)

->App(’/path/to/DirectLeakl.apk’)
?

#
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Taint-Analysis %'lm AQL: Answers

'L( PADERBORN SFB 90]

UNIVERSITY ' on-mHe-FiY computing

Found a flow to sink virtualinvoke $r4.<android.telephony.
— SmsManager: void sendTextMessage(java.lang.String,
— java.lang.String, java.lang.String,android. app.
— PendingIntent,android.app.PendingIntent)>("+49 1234",
— null, $r5, null, null), from the following sources:
- $r5 = virtualinvoke $r3.<android.telephony.
— TelephonyManager: java.lang.String
— getDeviceId()>() (in <de.ecspride.
— MainActivity: void onCreate(android.os.Bundle

= )>)

### 'Sink: <android.telephony.SmsManager: void
— sendTextMessage(java.lang.String, java.lang.String,
— Java.lang.String,android.app.Pendinglntent,android.
— app.PendingIntent)>"': #i##

['Src: <android.telephony.TelephonyManager: java.lang.String
— getDeviceId()>"']

<answer>
<flows>
<flow>
<reference type="from">
<statement>... getDeviceld() ...</statement>
<method>... onCreate(...) ...</method>
<classname>... MainActivity</classname>
<app>
<file>.../DirectlLeakl.apk</file>
<hashes>. . .</hashes>
</app>
</reference>
<reference type="to">
sendTextMessage(...)
</reference>
</flow>
</flows>
</answer>
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» Analysis tools, Preprocessors,
Operators

»> Android .
Taint-Analysis AQL: Add a new/more tools .L(

Benchmarks:

J/

AQL-System

~ Config >>

e Converter

new

« ~140 LOC for our 6 converters
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