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Example (2/3)Example (2/3)

Flows FROM App('A.apk’) TO App(‘B.apk’) ?

MATCH [
Flows IN App('A.apk' | 'DEOBFUSCATE') ?,
CONNECT [

Flows IN App('B.apk' | 'UNCOVER') ?,
Flows IN App('B.apk' | 'UNCOVER’) FEATURING 'NATIVE’ ?

],
IntentSources IN App('A.apk' | 'DEOBFUSCATE') ?,
IntentSinks IN App('A.apk' | 'DEOBFUSCATE') ?,
IntentSources IN App('B.apk' | 'UNCOVER') ?,
IntentSinks IN App('B.apk' | 'UNCOVER') ?

]

-Query
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Example (3/3)Example (3/3)

-Answer
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ReproDroidReproDroid

1. Refine: Colloquial ground-truth Machine readable (semi-automatic)
2. Execute: Run arbitrary tools (automatic)
3. Collect & Evaluate: Precision, Recall, F-measure (automatic)

Config

Easy to add new/more tools:
1. Adjust config
2. Add converter (if needed) Github
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CoDiDroidCoDiDroid

Config
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AMTAMT
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• ~ 140 LOC for our 6 converters
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